Departmental Operating Procedures
In order to comply with the PCI-DSS guidelines (Standard 12.2), each department that accepts credit cards must have operating procedures in place for the employees that deal with credit card.  The Bursar’s Office will need a copy of these procedures to keep on file.
Below are a few questions that might help with the writing of your operating procedures.  These are for departments which use paper processing (collect credit card information on a form or through the telephone, then process on a terminal).

Departments that process through the web will need to explain the process in which your information flows and where any of this information is stored.  A flow chart is the best way to explain this process.
1. What information do you collect on the form?

2. Where do you store the information once collected?
3. Who has access to the stored information?

4. How long do you keep the credit card information?

5. How do you destroy the credit card info?  

6. What different ways do you collect the credit card information?

7. What procedures do you have in place for accepting credit cards?

8. What procedure do you have in place in case of a breach?

9. What training program do you have in place for new hires?

10. When hiring for position with credit card access, do you have a background check completed?
If you have any questions please contact Kevin Mayberry at 453-5228 or mayberry@siu.edu
